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The Increasing Use of RFID



An RFID System

epic.org



Problems with RFID

• Collection and use of Personally
Identifiable Information (PII)

• Data vulnerability and misuse

• Lack of transparency, loss of
freedom, tracking

• Data “pollution”
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EPIC RFID Guidelines

RFID Users (no Personally Identifiable
Information collected)

• Duties: notice, disable tags, removal,
accountability

• Prohibitions: tracing, recording data,
coercing collection
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EPIC RFID Guidelines

RFID Users (with Personally
Identifiable Information collected)

• Duties: Obtain written consent
and application of broad Fair
Information Practices, including
data minimization
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Commercial & Gov’t Use

• Biggest problem with government use
of RFID -- it’s not voluntary

• Government use legitimizes RFID

• Not either / or situation -- increasing
intermingling of government and
private sector
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Current RFID Projects

Implanting chips into humans
Source: Verichip
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Current RFID Projects

American Express’s “Consumer Trackers”
Source: American Express
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U.S. Passport and PASS Card

Increasing use of RFID in travel documents

Source: U.S. Department of State
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Current RFID Programs

Manchester Airport adds RFID tags
to boarding passes

Source: London Telegraph
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Rights of RFID Subjects

• Access and correct data gathered

• Remove tags

• Hold data-gatherers accountable
for security breaches
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For More Information

• EPIC’s RFID page:

www.epic.org/privacy/rfid

• EPIC’s VeriChip page:

www.epic.org/privacy/rfid/verichip.html

• Spychips: www.spychips.com
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